DECEPTION STRIKE -

Threat Intelligence Platform

Inludens Adversariorum

Translates as ‘tricking your opponents’ from Latin
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THE PROBLEM

The most important assets of the company are digital assets

Signature Based AV solutions
are proven ineffective against

Enterprises are targeted a
P d advanced threats and malware

proliferation of cyber attacks

Companies need imaginative

Ransomware is the #1 threat for solutions to be able to pre-
enterprises, it keeps evolving screen security threats without
compromising their perimeter
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OUR SOLUTION |

. . [l
Our solution leans on a simple fact:

“if you knew how you were going to be attacked, you'd be able to protect”

Our solution creates a completely external, isolated, controlled and safe sandbox
environment resembling customer real life production systems.
We let hackers to enter/destroy/hack this mimicked environment so we learn from:

What tools, what technics and what tactics they followed, in other words what do they do
What modus operandi do they follow

The level/complexity/maturity of threat or attack

Where the cybercriminals are coming from

What data or applications are they interested in

h How well your security measures are working to stop these cyberattacks
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THE PRODUCT 1

Real-Time & Trace Monitoring
Real-Time AV Checks
Malware / Exploit Retention

Full attacker metadata

File Integrity Monitoring

Business Ad-Hoc Lures

Tamper Resistance

Post-mortem analysis:

NFT and Block Chain based preservation
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COMPETITORS |

* Acalvio Technologies, Inc.

*  Allure Security Technology, Inc.
«  Attivo Networks, Inc.
Cymmetria, Inc.

» Forescout Technologies

e Guardicore W
* Logrhythm, Inc. SECURITY
« Rapid7, Inc.

« Shape Security Inc.
« Trapx Security
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DECEPTION TECHNOLOGY MARKET |

ReportCovorage— owie |
North America Deception Technology Market Size, 2017-2028 (USD Million)

Offering, deception stack, enterprise size,
Segments Covered . ) .
industry vertical, and region.

Surge in APTs (Advanced persistent threat) and
Drivers zero-day attacks
I I Rise in the adoption of BYOD
2 2 2 2027

Rise in need for effective solutions for early,

. detection of attackers
Opportunities - - - -
Increase in the adoption of innovative|

'technologies such as the loT

Suhstantial use of legacy honeypots

Complexity regarding device security
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* Crypto Fintech Use Cases
« Ongoing Proof of Concept

DECEPTION STRIKE MARKET TRACTION
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<45
HitBTC

The most advanced
cryptocurrency exchange

NOVARTIS

* Big Pharma Use Cases
» Scheduled Proof of Concept
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FOUNDER - CTO - CEO
Serge Martin

CcprPO
Agata
Galuszka

VP of Sales Engineering
Israel Gayoso

Threat Hunter

Alvaro Doria

Cybersecurity Engineer
Alex Galaz

Field Operations Manager

Santi Delgado

Cybersecurity Engineer
Venura Herath

Design Manager

Abdel R. Mandour

Senior Threat Hunter

Zek Cagn

Senior Cybersecurity Engineer

Christian Vasilescu
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A RANSOMWARE DECEPTION EXAMPLE

credentialsfilevie disable

NiBrute Privat SNN.rar
Trar

Open
Run a5 administrator
Troubleshoot compatibi
Pin to Start

Share with

Pin to Taskbar

Restore previous vers
Send to

Cut

Create shortcut
Delete
Rename

Properties

IPIKAKI

aaa-sama-letter-15.03.2022 draft (003).docx.[56385B71].@PIPIKAKI -

File Edit Format Vxew Help

Notepad =]
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THE PRODUCT ROAD MAP

Automated IA Detection

Own Blockchain & NFT protocols
Integration with Security Vendors
Multi Protocol Deception
Sandboxing

AWS and Azure development
MAC OS Support

Linux Server Support
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« Serge Martin
» https://deceptionstrike.com
» serge@deceptionstrike.com L
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